HIPAA NOTICE OF PRIVACY PRACTICES Effective Date of Notice: January 1, 2013

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW
YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

This notice describes the health information practices of City of Fond du Lac Group Benefit Plan (the “Plan”) and that of any
third party that receives medical information from or for us to assist in providing your medical benefits.

Our pledge to you:
We understand that medical information about you and your health is personal. We are committed to protecting medical
information about you.

This notice is required by the Standards for Privacy of Individually Identifiable Health Information regulations (the “Rule”).
This notice will tell you about the ways in which we may use or disclose medical information about you. It also describes our
obligations and your rights regarding the use and disclosure of medical information.

We are required by law to:
e make sure that medical information that identifies you is kept private;
e give you this notice of our legal duties and privacy practices with respect to medical information about you; and
o follow the terms of the notice that is currently in effect.

How the Plan may use and disclose your medical information:

The following categories describe different ways that we use and disclose medical information, as permitted by law. The
Plan, its business associates, and their agents/subcontractors, if any, will use or disclose medical information to carry out
treatment, payment and health care operations or other purposes permitted or required by law.

In addition, the Plan may contact you to provide information about treatment alternatives or other health-related benefits and
services that may be of interest to you. The Plan will disclose your medical information to City of Fond du Lac (“Plan
Sponsor”) for purposes related to treatment, payment and health care operations. The plan sponsor has amended its plan
documents to protect your medical information as required by the Rule.

Treatment means the provision, coordination, or management of health care by one or more health care providers, or a
health care provider and third party.

Payment means activities undertaken by a health plan to determine coverage responsibilities and payment obligations for
the provision of health care, or activities undertaken by a health care provider, or a health plan to obtain or provide
reimbursement for health care.

For example, the Plan may disclose to your provider that you are eligible for benefits.

Health Care Operations means activities directly related to the provision of health care or the processing of health
information. This includes internal quality oversight review, credentialing and health care provider evaluation, underwriting,
insurance rating and other activities related to creation, renewal or replacement or a contract of health insurance or health
benefits.

For example, the Plan may use medical information about you to project future benefits costs.
The Plan will disclose medical information about you when required by federal, state or local law.

The Plan may use and disclose medical information about you when necessary to prevent a serious threat to your health
and safety or the health and safety of the public or another person.

The Plan may disclose medical information if you are a member of the armed forces and this is required by military
command authorities.

The Plan may disclose medical information about you for workers’ compensation or similar programs.
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The Plan may disclose medical information about you for public health activities. These activities may include the following:
e to prevent or control disease, injury or disability;
e to notify a person who may have been exposed to a disease or may be at risk for contracting or spreading a
disease or condition;

The Plan may disclose medical information to a health oversight agency for activities authorized by law.

The Plan may disclose medical information about you if you are involved in a lawsuit or a dispute and we are responding to
a court or administrative order. Also, the Plan may disclose medical information about you in response to a subpoena,
discovery request or other lawful process by someone else involved in the dispute.

The Plan may disclose medical information about you if asked to do so by law enforcement official, such as in response to a
court order, subpoena, warrant, summons or similar process;

The Plan may disclose medical information to a coroner or medical examiner for the purpose of identifying a deceased
person, determining a cause of death or other duties as authorized by law. Also, disclosure to funeral directors, as
necessary to carry out their duties, is permitted.

The Plan may not disclose psychotherapy notes (under most circumstances), may not disclose protected health information
for marketing purposes, and may not make disclosures that constitute a sale of protected health information unless
authorized by the individual. Other disclosures not mentioned in this notice also require authorization from the individual.

The Plan may not disclose protected health information that is genetic information under the Genetic Information
Nondiscrimination Act (“GINA”) for underwriting purposes.

Your Rights
You have the following rights regarding medical information the Plan maintains about you:

You have the right to request an inspection and a copy of your medical information contained in a “designated record set,”
for as long as the Plan maintains your medical information in the designated record set.

“Designated record set,” means a group of records maintained by or for a health plan that is enroliment, payment, claims
adjudication and care or medical management record systems maintained by or for a health plan; or used in whole or in
party by or for the health plan to make decisions about individuals. Information used for quality control or for health care
operations and not used to make decisions about individuals is not in the designated record set.

The Plan has the right to charge a reasonable, cost-based fee for providing a copy of your medical information or summary
or explanation of your medical information.

The Plan has the right to deny your request to inspect and copy in certain very limited circumstances. If you are denied
access to medical information, you may request that the denial be reviewed.

If you feel the medical information the Plan has about you is incorrect or incomplete, you may ask the Plan to amend the
information. You have a right to request an amendment for as long as the information is kept by the Plan.

To request an amendment, your request must be in writing and should be addressed to the following individual: City
Attorney/Human Resources Director. All requests for amendment of your medical information must include a reason to
support the requested amendment.

The Plan may deny your request for an amendment if it is not in writing or does not include a reason to support the request.
In addition, the Plan may deny your request if you ask to amend information that:
e is not part of the medical information kept by or for the Plan;
e was not created by the Plan, unless the person or entity that created the information is no longer available to make
the amendment;
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e is not part of the information which you would be permitted to inspect and copy.

You have the right to request an “accounting of disclosures,” where such disclosure was made for any purpose other than
treatment, payment or health care operations. Additionally, no accounting of disclosures will be made for the following
reasons:

o if the disclosure was made to the individual about his or her own medical information;

e if the disclosure was made pursuant to an authorization;

o if the disclosure was made to certain person involved in your care or payment for your care;

e if the disclosure was made prior to the compliance date of April 14, 2003.

To request an accounting of disclosures, address your request to the following individual:

City Attorney/Human Resources Director, 160 S Macy St. PO Box 150, Fond du Lac, WI 54936

If you request more than one accounting in a 12-month period, the Plan can charge a reasonable, cost-based fee for each
subsequent accounting, unless you withdraw or modify the request for a subsequent accounting to avoid or reduce the fee.

You have the right to request a restriction or limitation on the medical information the Plan uses or discloses about you for
treatment, payment or health care operations. You have the right to request a limit on the medical information the Plan
discloses about you to someone who is involved in your care or payment for your care, such as friends or family members.

The Plan is not required to agree with your request.

You have the right to restrict certain disclosures of protected health information to a health plan where you pay out of pocket
in full for the health care item or service.

To request restrictions, you must make your request in writing to the following individual: City Attorney/Human Resources
Director. The request must include (a) what information you want to limit, (b) whether you want to limit the Plan’s use,
disclosure or both, and (c) to whom you want the limits to apply.

You have the right to request to receive communications of your medical information from the Plan by alternative means or
at alternative locations if you clearly state that the disclosure of all or part of the information could endanger you. The Plan
will accommodate all such reasonable requests.

You will be required to request confidential communications of your medical information in writing. The request should be
addressed to the following individual: City Attorney/Human Resources Director.

You have the right to a paper copy of this notice. You may ask the Plan to give you a copy of this notice at any time. Even if
you have agreed to receive this notice electronically, you are still entitled to a paper copy of this notice. You may obtain a
copy of this notice at the Plan’s website or to obtain a paper copy of this notice, contact the following individual: City
Attorney/Human Resources Director.

You have the right to be notified following a breach of unsecured protected health information.

If you believe your privacy rights have been violated, you may complain to the Plan. Any complaint must be in writing and
addressed to the following individual: City Attorney/Human Resources Director. You may also file a complaint with the
Secretary of Health and Human Services.

The Plan will not retaliate against you for filing a complaint. The Plan will only release the minimum amount of PHI
necessary to complete the required task or request.

Other uses or disclosures of your medical information not covered by this notice or the laws that apply will be made only
with your written authorization, subject to your right to revoke such authorization. You may revoke the authorization at any
time, providing the revocation is done in writing. You understand that the Plan is unable to take back any disclosures
already made with your permission.
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